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COURSE DESCRIPTION

This 3-credit course aims to help students to learn the principles of computer security and
understand how various security attacks and countermeasures work. It provides hands-on
experience in playing with security software and network systems, with the purpose of
understating real-world threats. Through virtual machine assisted labs and lectures students will
be exposed to a variety of security concepts as well as several security vulnerabilities. There are
a variety of assignments given throughout the course that will allow for individual and group
work. The assignments are set up in a very structured format with a clear display of dates for
submission deadlines.

This course will explore the various means that an intruder has available to gain access to
computer resources. We will investigate weaknesses by discussing the theoretical background,
and whenever possible, actually performing the attack. We will then discuss methods to
prevent/reduce the vulnerabilities.

Course Prerequisites

Good knowledge of Linux is required.

Course Objectives



https://www.cs.utep.edu/stalukder/

On successful completion of the course, students should be able to:

e Analyze security vulnerabilities of a network and develop a set of solutions for specific
networking scenarios.

e Identify security tools including, but not limited to intrusion detection and firewall
software.

e Exhibit an understanding of the threats posed by viruses to networks through the
development of appropriate protection plans.

¢ Find and utilize available online resources as they pertain to developing a secure system.
e Develop comprehensive plans for network security using a full range of available tools.

e Prepare students for Ethical Hacking Certification (CEH) exam.

Course Materials

OPTIONAL: 1. Applied Information Security: A Hands-on Approach, by David Basin, Patrick
Schaller and Michael Schlépfer. ISBN: 978-3642244735.

2. Computer & Internet Security: A Hands-on Approach, 2nd Edition, by Wenliang Du. ISBN:
978-1733003926.

3. Certified Ethical Hacker (CEH) Cert Guide Network Defense, Michael Gregg. Pearson IT
Certification. ISBN: 978-0789751270.

4. Penetration Testing Fundamentals: A Hands-On Guide to Reliable Security Audits, William
Easttom. ISBN: 978-0789759375

Edge Advantages

This course is designed to equip students with essential Edge Advantages that contribute to their
professional and personal development. Through the completion of course requirements and
assignments, such as team projects, presentations, and essays, students will develop the
following Edge Advantages:

complex issues using innovative and analytical approaches.

Problem-Solving | Assignments will challenge students to identify and address

— Communication | Class discussions and written assignments will improve
=== students’ skills in articulating ideas clearly and persuasively
— in both oral and written forms.

Social Through community engagement opportunities and course

Responsibility content that encourages ethical considerations, students will
j foster a sense of responsibility towards their community and
society at large.




ﬂ Confidence By actively participating and successfully completing
assignments, students will build self-assurance in their
El abilities to tackle academic and real-world challenges.

:Q: Critical Thinking | The course’s emphasis on analysis and synthesis of
(= information will strengthen students’ abilities to think
by critically and make informed decisions.

COURSE STRUCTURE

Course Policies/ Procedures/Grading

Following is a tentative rough guide to how course grades will be established, not a precise
formula - we will fine-tune cutoffs and other details as we see fit after the end of the course.

Grades will be based on:
Homework, quiz and assignments: 40%
Hands on labs/project: 20%
Midterm exam: 20%
Final exam: 20%

Grading Scale:
Grading Scale:
90 —-100
80 -89
70-179
60 — 69
Below 60

Mo QO w e

Course Assignments
Assessment of students’ knowledge of computer security will be demonstrated via:
« A combination of homework assignments, quizzes, labs, term project and exams.
e Quizzes will be held on random dates.

For assignment submission please include a typed cover sheet with your name, UTEP email
address, homework number and undergraduate/graduate level.

Lecture Qutline/Schedule (Tentative)

L. Introduction to Ethical Hacking

A. Penetration Testing

B. Ethical Hacking Modes
C. Legal Aspects

D.

The Hacking Process



II.  Hacking Stages

Reconnaissance and Footprinting

Scanning and enumeration

Gaining access

Escalation of privilege

Maintaining access

Covering tracks and placing

mputer Security Fundamentals

Confidentiality, integrity, availability

Risk, vulnerability, threat, control

Adversarial thinking

Systems thinking

Authentication Methods

Attacks and mitigation measures

Networking for Ethical Hacking

Network Fundamentals, Models, Architectures, and Topology

7-Layer OSI Model and Networking Devices

Network Protocols: Internet Protocol (IP), TCP vs. UDP, ICMP, ARP, and DNS

IP Addresses, Subnetting, and Network Address Translation (NAT)

IPv4 vs. IPv6 and Routing Tables

IP Packets, Packet Delivery, and Ethernet

Networking devices

V. Reconnaissance and Attack Tools
A. Reconnaissance techniques: network mapping, port scanning, packet sniffing,
vulnerability assessment.
B. Attack and exploitation tools: Metasploit, Nmap, Netcat, Wireshark.
C. Mitigation strategies

VI. Network and Transmission Attacks
A. Network-based attacks: denial-of-service and distributed denial-of-service (DDoS)
attacks, scanning attacks, address system attacks, ARP poisoning and cache poisoning
B. Transmission interception and manipulation: sniffing, spoofing, man-in-the-middle
attacks (MITM)), replay attacks, and session hijacking
C. Authentication and credential attacks: password cracking, dictionary attack
D. Data and encryption attacks: attacks on encryption, frequency attack, and transitive
access
E. Exploitation techniques: buffer overflows, software exploitation, and client-side
attacks
F. Defense mechanisms: firewall, honeypot

VII. Web and Software Security Attacks
A. Browser: browser attacks, man-in-the-browser, keystroke logger, page-in-the-
middle, program download substitution, user-in-the-middle
B. Web: false or misleading content, defaced websites, fake websites, malicious web
content, fake code, substitute content, web bugs, clickjacking, drive-by downloads
C. Data and injection: cross-site scripting (XSS), SQL injection, dot-dot-slash, server-
side include (SSI) attacks
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D. Email and messaging: phishing, spear phishing, vishing, spam, fake email/spoofing,
link manipulation, malicious attachments
E. Malicious code: viruses, worms, polymorphic malware, Trojan horses, rootkits, logic
bombs, spyware, adware, botnets, backdoors, trapdoors, ransomware
VIII. Cryptography
A. Introduction
1. Basic Terminology
2. Cryptosystem
3. Classical Cryptography
B. Transposition Techniques
1. Rail Fence Cipher
2. Interleaving Transposition Cipher
C. Substitution Techniques
1. Caesar Cipher
2. Monoalphabetic Cipher
3. Polyalphabetic Cipher
4. Playfair Cipher
5. Vigenere Cipher
6. One time pad (Vernam) Cipher
D. Cryptographic Hash Function
1. One-way Hash Function Properties
2. Hashing Methodologies
3. Birthday Attacks for Hash Collision
4. Hashed Message Authentication Code (HMAC)
5. MD2, MD4, MD5
6. SHA-1, SHA-2, SHA-3

GENERAL EXPECTATIONS

1. This is a 3-semester hour course where the class meets for 3 hours in a week. Students are
expected to have access to an internet-connected computer, and have the required level of
computer skills, motivation and a commitment to work on their assignments. Course activities
might include attending lectures, completing assignments, exams, participating in discussion
forums based on prompts from the instructor, and/or responding to questions that have been
designed by the instructor to check the understanding of key concepts.

2. All assignments will be given a due date. Students are expected to turn the assignments
in by the due date. Late assignments will not be graded!!! There will be no exceptions to this
policy. Assignments will be submitted to the associated Blackboard Assignments link
which once closed will no longer accept any assigchnments.

3. All assignments must be typed. Handwritten submissions will not be accepted under any
circumstances without explicit prior approval.




4. All projects are expected to be done by the individual, unless otherwise directed.
Cheating will not be tolerated and will result in a failing grade for the class AND referral to
Judicial Affairs. 1 will entertain NO excuses for cheating!

5. If you are struggling with the material in the class, please make a point to visit me during
my office hours or make an appointment to receive additional help. It is not wise to wait until
after midterms to try and “rescue” your grade. Establishing a tutoring relationship with
anyone during the last week of the semester will be impossible and should not be attempted.
Additionally, please do not ask to submit all missing homework assignments at semester end —
they must be submitted prior to the due date!

6. If you wish to discuss your grade, please make an appointment or come to see me during
office hours. I do not discuss grades over email. DO NOT REQUEST A GRADE CHANGE
ONCE THE FINAL IS OVER.

7. I will use email to communicate with you about many things outside of the regular class
time. It is imperative that you frequently check your email, therefore you are required to check
your email regularly and I assume that you receive any email message from me within 12 hours
of it being sent. Also, please regularly check your spam folder, as sometimes email from me
lands there.

8. I reserve the right to modify any part or the entirety of the syllabus as deemed necessary.

TECHNOLOGY REQUIREMENTS

Some course content is delivered via the Internet through the Blackboard learning management
system. Ensure your UTEP e-mail account is working and that you have access to the Web and a
stable web browser. Google Chrome and Mozilla Firefox are the best browsers for Blackboard;
other browsers may cause complications. When having technical difficulties, update your
browser, clear your cache, or try switching to another browser.

You will need to have access to a computer/laptop. You will need to download or update the
following software: Microsoft Office, Adobe Acrobat Reader, Windows Media Player,
QuickTime, and Java. Check that your computer hardware and software are up-to-date and able
to access all parts of the course.

If you do not have word-processing software, you can download Word and other Microsoft
Office programs (including Excel, PowerPoint, Outlook and more) for free via UTEP’s
Microsoft Office Portal. Click the following link for more information about Microsoft Office
365 and follow the instructions.

IMPORTANT: If you encounter technical difficulties beyond your scope of troubleshooting,
please contact the UTEP Technology Support as they are trained specifically in assisting with
technological needs of students. Please do not contact me for this type of assistance. The Help
Desk is much better equipped than I am to assist you!

COURSE COMMUNICATION: How we will stay in contact with each other

Here are the ways we can keep the communication channels open:


https://www.utep.edu/technologysupport/servicecatalog/software_pages/soft_microsoftoffice365.html
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e Office Hours: I will have office hours for your questions and comments about the course.
My office hours are in-person; however, you can request a virtual meeting and I will send
you a Zoom link. Please see the days and times at the top of this syllabus.

e Email: UTEP e-mail is the best way to contact me. I will make every attempt to respond
to your e-mail within 24 hours of receipt. When e-mailing me, be sure to email from your
UTEP student e-mail account and please put the course number in the subject line. In the
body of your e-mail, clearly state your question. At the end of your e-mail, be sure to put
your first and last name, and your university identification number.

e Announcements: Check the Blackboard announcements frequently for any updates,
deadlines, or other important messages.

ATTENDANCE AND PARTICIPATION
Attendance in the course is determined by participation in the learning activities of the course.
Your participation in the course is important not only for your learning and success but also to
create a community of learners. Participation is determined by the completion of the following
activities:

o Reading/Viewing all course materials to ensure understanding of assignment

requirements
o Participating in engaging discussions with your peers
o Other activities as indicated in the weekly modules

Because these activities are designed to contribute to your learning each week, they cannot be
made up after their due date has passed.

ILLNESS PRECAUTIONS
Please stay home if you have symptoms of a communicable illness. If you are feeling unwell,
please let me know as soon as possible, so that we can work on appropriate accommodations.

*EXCUSED ABSENCES AND/OR COURSE DROP POLICY

According to UTEP Catalog, “At the discretion of the instructor, a student can be dropped
from a course because of excessive absences or lack of effort. A grade of “W” will be
assigned before the course drop deadline and a grade of “F” after the course drop deadline.”
See Policies and Regulations in the UTEP Undergraduate Catalog for a list of excuse
absences. Therefore, if I find that, due to non-performance in the course, you are at risk of
failing, I will drop you from the course. I will provide 24 hours advance notice via email.

OR

I will not drop you from the course. However, if you feel that you are unable to complete
the course successfully, please let me know and then contact the Registration and Records
Office to initiate the drop process. If you do not, you are at risk of receiving an “F” for the
course.

DEADLINES, LATE WORK, AND ABSENCE POLICY

Assignments


https://www.utep.edu/student-affairs/registrar/
https://www.utep.edu/student-affairs/registrar/

e Writing assignments will be due on posted deadlines at midnight (11:59 PM) via
Blackboard. No late work will be accepted if the reason is not considered
excusable.

MAKE-UP WORK

Make-up work will be given only in the case of a documented emergency. Note that make-up
work may be in a different format than the original work, may require more intensive
preparation, and may be graded with penalty points. If you miss an assignment and the reason is
not considered excusable, you will receive a zero. It is therefore important to reach out to me—in
advance if at all possible—and explain with proper documentation why you missed a given
course requirement. Once a deadline has been established for make-up work, no further
extensions or exceptions will be granted.

ALTERNATIVE MEANS OF SUBMITTING WORK IN CASE OF TECHNICAL
ISSUES

I strongly suggest that you submit your work with plenty of time to spare in the event that you
have a technical issue with the course website, network, and/or your computer. I also suggest you
save all your work (answers to discussion points, quizzes, exams, and essays) in a separate Word
document as a backup. This way, you will have evidence that you completed the work and will
not lose credit. If you are experiencing difficulties submitting your work through Blackboard,
please contact the UTEP Help Desk. You can email me your backup document as a last resort.

INCOMPLETE GRADE POLICY

Incomplete grades may be requested only in exceptional circumstances after you have completed
at least half of the course requirements. Talk to me immediately if you believe an incomplete is
warranted. If granted, we will establish a contract of work to be completed with deadlines.

*ACCOMMODATIONS POLICY

The University is committed to providing reasonable accommodations to students with
documented disabilities. Students who become pregnant may also request reasonable
accommodations, in accordance with state and federal laws and regulations and University
policy. Accommodations that constitute undue hardship are not reasonable. To make a request,
please register with the UTEP Center for Accommodations and Support Services (CASS).
Contact CASS at 915-747-5148, email them at cass@utep.edu, or apply for accommodations
online via the CASS portal.

*SCHOLASTIC INTEGRITY

Academic dishonesty is prohibited and is considered a violation of the UTEP Handbook
of Operating Procedures. It includes, but is not limited to, cheating, plagiarism, and
collusion. Cheating may involve copying from or providing information to another
student, possessing unauthorized materials during a test, or falsifying research data on
laboratory reports. Plagiarism occurs when someone intentionally or knowingly
represents the words or ideas of another as ones' own. Collusion involves collaborating
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with another person to commit any academically dishonest act. Any act of academic
dishonesty attempted by a UTEP student is unacceptable and will not be tolerated. All
suspected violations of academic integrity at The University of Texas at El Paso must be
reported to the Office of Community Standards for possible disciplinary action. To learn
more, please visit HOOP: Student Conduct and Discipline.

*GUIDANCE ON ARTIFICIAL INTELLIGENCE

Al prohibited

Use of Al technologies or automated tools, particularly generative Al such as ChatGPT or
DALL-E, is not allowed for assignments in this class. Each student is expected to use critical and
creative thinking skills to complete tasks and not rely on computer-generated ideas. Any direct
use of Al-generated materials submitted as your own work will be treated as plagiarism and
reported to the Office of Community Standards.

Al allowed only with prior permission from instructor

Use of Al technologies or automated tools, particularly generative Al such as ChatGPT or
DALL-E, is only allowed with approval from the instructor BEFORE being used. Without
permission, you will be expected to think creatively and critically to complete assignments
without assistance from these tools.

If given permission to use any of these tools, students must properly cite and give full credit to
the program used upon submission of every relevant assignment. For example, text generated
using ChatGPT must be cited:

ChatGPT(version). Date of query (year/month/day). “Text of your query.”
Generated using OpenAl. https://chat.openai.com/

A short paragraph describing how the tool(s) was/were used for the assignment must be
included.

Al allowed with proper acknowledgement
Use of Al technologies or automated tools, particularly generative Al such as ChatGPT or
DALL-E, is only allowed with proper attribution given for its use.

Students must properly cite and give full credit to the program used upon submission of every
relevant assignment. For example, text generated using ChatGPT must be cited:

ChatGPT(version). Date of query (year/month/day). “Text of your query.”
Generated using OpenAl. https://chat.openai.com/

A short paragraph describing how the tool(s) was/were used for the assignment must be
included.

Using Al for brainstorming

Some Al technologies or automated tools, particularly generative Al such as ChatGPT or DALL-
E, can be beneficial during the early brainstorming stages of an activity, and you are welcome to
explore them for that purpose. However, keep in mind that Al-generated ideas are not your own
and may hinder your ability to think critically and creatively about a problem. It is also important
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to remember that these technologies often “hallucinate” or produce materials and information
that are inaccurate or incomplete—even providing false citations for use.

That said, you are not allowed to submit any Al-generated work in this course as your own. If
you use any information or materials created by Al technology, you are required to cite it like
you would any other source. Consider how this will affect your credibility as a writer and scholar
before doing so. Any direct use of Al-generated materials submitted as your own work will be
treated as plagiarism and reported to the Office of Community Standards.

Free use of Al without acknowledgement

Use of Al technologies or automated tools, including generative Al such as ChatGPT or DALL-
E, is permitted in this class. Students must include a short paragraph, with each relevant
assignment, explaining how the tool was used.

PLAGIARISM DETECTING SOFTWARE

Some of your course work and assessments may submitted to SafeAssign, a plagiarism detecting
software. SafeAssign is used review assignment submissions for originality and will help you
learn how to properly attribute sources rather than paraphrase.

*COURSE RESOURCES: Where you can go for assistance

UTEP provides a variety of student services and support. Please refer to the QR code below for a
listing of campus resources or visit https://www.utep.edu/advising/student_resources/student-
success-resource-hub.html.
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